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Introduction

When a user is issued a new CAC card, they must associate that new CAC card with their existing Hypori
Halo Virtual Desktop by generating/loading new derived credentials using Purebred. This document will
instruct you how to update your Purebred credentials if you receive a new CAC/PIV and how to
configure those new digital Purebred certificates to enable encrypted email (S/MIME) in your Hypori
Halo virtual workspace.

Prerequisites
To complete the Purebred registration process, you must have Access to a NIPRNet-connected
workstation.

To configure the Outlook email client and configuration of S/MIME, it is required that your new
Purebred certificates must be present on your Hypori Halo virtual workspace. You will also need the
BYOD/Hypori onboarding email containing the “BYOD.p12” file.

Procedures
New CAC Card: Generating New Purebred Credentials

about:blank x |+
x (D https:/purebred.csd.disa.mil

Select a certificate for authentication

1. Ona computer connected to NIPRNet, Site purebred.csd.disa.mil443 needs your credentials:

open a web browser and navigate to ®
https://purebred.csd.disa.mil/. Select your

PKI certs as requested.

Certificate information

Caneel

“  Purebredvi4 x  +

X (3 httpsy//purebred.csd.disamil/pb/

purebred.csd.disa.mil says

Use of this U.S. Government (USG)-interest computer system
constitutes consent for authorized menitoring at all times,

This is a USG-interest camputer system, This system and related
2. Select OK to accept the DoD Notlce and equipment are intended far the communication, transmission,

processing, and storage of official USG or other authorized

CO nse nt information enly. This USG-interest computer system is subject to

. manitoring at all times to ensure proper functiening of equipment

and systems including security systems and devices, and to prevent,
detect, and deter violations of statutes and security regulations and
other unauthorized use of the system

Page 1|13



https://purebred.csd.disa.mil/

ABHYPORIHALD

BYOD/Hypori New CAC Card: Purebred and Microsoft Outlook Reconfiguration

@ Purebred v1.4 x =+

€« C @& purebred.csddisamil/ph

& Purebred

3. Onthe Purebred webpage, select My

Devices. Purebred for ==
Mobile —

fild

Purebred for Mobile is a configuration profile server stpor
for iOS, Android, Universal Windows Platform (UWP)
and YubiKey devices. Purebred distributes
configuration profiles that use cryptographic keys
@ My Devices - Purebred v14 x +
« C & purebred.csd.disamil/pb/enterprise/my_devices,
3 . & Purebred My Devices
4. On the My Devices webpage, there is a
table containing information about the ;
Hypori Halo virtual workspace, displayed ?
here as Hypori vPhone3. Reorder emai addresses
On this row, select Generate OTP from the My Devices
actlons C0|Um n ‘Serlal Number __v] equals / contains Search
' actions Serial Number Type Operating System

| Generate e | [ | B Hypori vPhone3 11
1 row is present

Export My Devices

purebred.csd.disa.mil says

By clicking OK you will cause generation of a one-time password that
may be used to authorize release of your cryptographic credentials or
instructions to generate new cryptographic credentials on your behalf

. . . to the device with serial number|
5. Review the security statement in the pop- T " Lo —
K : pb. Click cancel to refrain from generating a one-time
up wmdow, then select OK. password for this device. If this device is not in your possession or

otherwise associated with you, please alert a Purebred Agent.

6. The webpage will return an 8-digit numeric -
One_time password (OTP)- ThiS OTP One-time password: o
changes every three minutes; it is e 2:29

Fws W Sween

recommended to leave this page open so
you can refer to it in later steps.

NOTE: QR Code is not supported at this
time.

pRICatoN on the desice with serial numbr o then cick
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7. From your device, open the Hypori Halo
Client app and select the Purebred
Registration icon.

6:57 @

User Key Management

Enter ick Complete Enroliment
Re-Enroll cover Old Encryption Key
I. o ]

https:/purebred.csd.disa.mil/pb/

[ COMPLETE ENROLLMENT/RE-ENROLLMENT ]

8. Once the Purebred app opens, enter the i
OTP from step 6 in the OTP Value field, gs_' : ':-E

then select Complete Enrollment/Re-

1 2 3
4 5 6
7 8 9

0 &3
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9. The derived credentials will begin
downloading. You’ll receive a Successfully

Processed message once the process is
complete.
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Outlook Client Setup with Encrypted Email (S/MIME)

Purebred certificates must be present on your Hypori Halo virtual workspace before continuing this
procedure. Authentication to Exchange Online using Outlook Client and configuration of S/MIME require
the Purebred PIV Authentication Certificate and the Purebred Digital Signature Certificate.

1. From the home screen of the Hypori Halo Client,
open the Outlook app.

Hypori 0:12 AM
RCWP - BYOD/Hypori Onboarding (Step 1): Ar
elcome to the RW

HYPORI Michael Mageau, We

ORI Michael Mageau, W

Hypori 0:12AM
RCWP - BYOD/Hypori Onboarding (Step 2): Hy.
HYPOF Velcome to the RW

USARMY Ft Belvoir HQDA ESA
RCWP - BYOD/Hypori Onboarding (Step 3)
Welcome to the RCWP - Bring Your Own Device

2. Inyour Outlook inbox, you will have received a
BYOD/Hypori onboarding or transition to Outlook
email. Open the email, which contains the PKCS #12
file as attachment (file extension .p12).
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RCWP - BYOD/Hypori Onboarding (Step 3):

and Outlook
Configuration

USARMY Ft Belvoir HQDA ESA M... 844 AM
1o USARMY Ft Belvoir HQDA ESA Mail :

= BYOD Hypori Purebred Regis
DOCX - 46 KB

@ 2 attachments (53 KB)

3. From the email, select and open the P12
attachment to begin the installation of your el
lypori Pilot!
Purebred digital certificates.

Step 1: Army MobileConnect Onboarding
Step 2: Hypori Onboarding

Step 3: i ion and Mi
Outlook Configuration

Please follow the attached instructions to complete
your Once you

Purebred registration for PIV-derived credentials, you
can set up your Outlook email client to send/receive
signed/encrypted emails. This email contains the
step-by-step il to the

Outlook application within your Hypori Virtual

& v Reply

Install Certificate

Make sure this certificate comes from a
valid source before installing.

4. Select Install.
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Choose a certificate type

[ (® VPN & app user certificate l

O Wi-Fi certificate

CANCEL

5. When prompted to Choose a certificate type, select
VPN & app user certificate, then choose OK.

Name this certificate
Certificate name

:0931b12f6dd4f26b7074b1ee9d91f1

6. When prompted to Name this certificate, use the
default certificate name. Select OK.
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Choose certificate

The app Outlook has requested a certificate.
Choosing a certificate will let the app use this
identity with servers now and in the future.

Purebred Digital Signature C..

®

OR,0U=PKI,0U=DoD,0=U.S
Government,C=US

7. When prompted to Choose certificate, select the Eﬁﬁ?n??ﬁézgéf{::”i
ecovered PKCS #1
Purebred Digital Signature Certificate, then choose

OR,0U=PKI,0U=DoD,0=U.S

Select, Government,C=US
d2c5abcadc0931b12f6dd4f2.
CN=placeholder,0=Hypori POC,C=US
device_self_signed

¢,0U=PKI,0U=DoD,0=U.5.
Government,C=US

DENY SELECT

Certificate Installed

Turn on S/MIME in Settings to send and
receive encrypted and signed emails.

SETTINGS

8. You will be notified that the Certificate Installed.
While the message will instruct you to turn on
S/MIME in Settings, you will complete this step
later. Select Got It.
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RCWP - BYOD/Hypori Onboarding (Step 3):
and Outlook

Configuration

USARMY Ft Belvoir HQDA ESA M... 844AM
10 USARMY Ft Belvolr HQDA ESA Malll H

2 BYOD Hypori Purebred Regis
DOCX - 46 KB

2 2 attachments (53 KB)

9. Next, install any recovered PKCS #12 certificates. S
Select the Hypori email’s .p12 attachment to begin. ittt

Step 1: Army MobileConnect Onboarding
Step 2: Hypori Onboarding

Step 3: and
Outlook Configuration

Please follow the attached instructions to complete
your Purebred Registration. Once you complete
Purebred registration for PIV-derived credentials, you
«can set up your Outlook email client to send/receive
signed/encrypted emails. This email contains the
step-by-step to the

Outlook application within your Hypori Virtual

& v Reply

Install Certificate

Make sure this certificate comes from a
valid source before installing.

CANCEL § INSTALL

10. Select Install.
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Choose a certificate type

[ @ VPN & app user certificate ]

O Wi-Fi certificate

CANCEL

11. When prompted to Choose a certificate type, select
VPN & app user certificate, then choose OK.

Name this certificate
Certificate name

:0931b12f6dd4f26b7074b1ee9d91f1

CANCEL

12. When prompted to Name this certificate, use the
default Certificate name. Select OK.
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Choose certificate

The app Outlook has requested a certificate
Choosing a certificate will let the app use this
identity with servers now and in the future.

Purebred Digital Signature C..

OR,0U=PKI,0U=DoD,0=U.S.
Government,C=US

Purebred PIV Auth Certificate

13. When prompted to Choose certificate, select the

OR,0U=PKI1,0U=DoD,0=U.S.
=S

Recovered PKCS #12, then choose Select. r——T
Note: If there is more than one Recovered PKCS #12 OROU=PKIOU-D0D0<US ]
certificate here, take note because you'll have to d2c5abcadc0931b12f6dd4f2..
CN=placeholder,0=Hypori POC,C=US

complete this process for each one. device_self_signed

¢,0U=PKI,0U=DoD,0=U.S.

DENY SELECT

Government,C=US

Certificate Installed

Turn on S/MIME in Settings to send and
receive encrypted and signed emails.

SETTINGS

14. The Certificate Installed successfully.

a. Ifthere are additional Recovered PKCS #12
certificates that must be added, select Got
It and return to step 9.

b. If there are no additional Recovered PKCS
#12 certificates that must be added, select
Settings and continue to step 16.

c. After completion of certificate installation
press the back arrow to close the email.
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15. To confirm the download of the new certificates,
click on The Settings menu by selecting the
Office365 logo, then selecting the settings gear.

Microsoft 365
@army.mil

Favorites

+
&3 nbox 1
B sent

y

Drafts 2

@ Deleted
& Archive
&5 Groups 76

3 Junk

£ Conversation History

16. In the Settings menu, locate the Mail accounts
section and select your account.

£ RssFeeds
®
(©)
11:54 *8
& Settings

) Notifications

()  Help & feedback

Mail accounts

o @army.mil

Microsoft 365

= ADD MAIL ACCOUNT
Storage accounts
+  ADD STORAGE ACCOUNT

Add your storage provider o easily share, access, or
manage files from your Outlook app

Mail

i Signature
- Get Outlook for Android

(<23 Swipe options
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11:54 .8

< Accountinfo

o @army.mil

Microsoft 365

Description

Automatic replies

Sync contacts

17. In the Account info menu, select Security.

e 0

Sync calendars

Block external images @ [ ]

Security

Message Reminders [ ]

Report messages
Ask

Online meetings
On ( Microsoft Teams )

d O O

407 & C v

<= Security

S/MIME @

Send and receive signed and encrypted emalls

Always send email as

Signed
18. In the Certificates Installed section, you will see the A
. o e . DCFYPNS
new entries for the digital signature and for each
. Verify your identity by signing your emails and protect
recovered PKCS #12 certrﬁcate_ WZX.M byonyc(yph?\g O et ¥

Certificates Installed (2)
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